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Executive Summary

The System Log Rotation Service (SLRS) isatool that automates rotation of collected
sysem log files. Thetoal is both flexible and cusomizable. By automaticaly mantaning sysem
log files you prevent these logs from filling up their repective data partitions and you facilitate
the organization and management of this valuable systems administration information resource.
An additiond benefit isthat dl included systems and their managed log files are now found in
oneplace. This can be abig help when troubleshooting obscure system or network problems.

This document contains sufficient detail so that it should dlow ajunior to mid-leve Unix

system adminigtrator to set up and maintain SLRS for managing their system log management
needs. Any extensve modifications will require some script programming experience.
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| ntroduction

I ntroduction

This document provides standard operating procedures for a series of programs, collectively
known as the System Log Rotation Service (SLRS), used to rotate Unix system logs. SLRS
has been written usng Bourne shell commands over the past 10 years by the author. It
functionsin an autonomous manner to maintain generic operating system and gpplication
generated log files. The digtribution includes the rotation script; severad daemon notification
scripts and an input file containing alist of common Solaris system log files.

SLRSisbased on the premise that, in generd, the rotation of alog file should be triggered when
the sze of the monitored log file matches or exceeds a definable threshold. When the rotation
service executes on a daily basis, requirements mandating a periodic rotation can be easily met™.
The utility also provides the following capabilities on a per log file bass

?? A unique definable gze threshold.

?? If enabled, automatic compression of the rotated log file.

?? Sdf-purging of the rotated log file when the age of the rotated file exceeds a definable
limit.

?? Daemon tickling/natification when the log file is rotated.

?? An ability to bypassing the rotation on defined hodts.

?? Definable protections on the rotated log files.

?? Definable destinations for the rotated log files.

Theligt of monitored log filesis controlled viaasingle text input file that is read by the rotation
service seript. Changes to the list of monitored log files are accomplished by editing this input
file

Utilization of asngle service to rotate system and application log files helpsto optimize the
following:

?? A lig of log files on the sysem can be found in one place. This helpsin the maintenance
of asystem by providing a sngle reference location to begin tracking problems. (Thisis
highly beneficid asystem is prone to running out of disk space aslogsfill up.)

?? Insuresthat theselog files are examined on aregular basis.

! Totrigger adaily rotation, athreshold size of zero bytes can be set. Then, if the rotation scriptis

executed daily, alog equal to or exceeding this threshold would rotate.
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?? Useof asngle andysis script to control the rotation of dl log files can help reduce the
overdl resources consumed through the dimination of multiple scripts to perform this
same function.

Approach

The ingtdlation processes for SLRS is based on the standard Solaris  package add” function.
The indalation process will automatically disable the default log rotation scripts found in root’s
cron table following a generic Solarisingtdl and will add itsdlf to this same teble for daily
execution.

The following steps define the ingtalation process:

1. Pre-ingdlation requirements and considerations

2. Saviceinddlation.
3. Customizing the List Of Monitored Log Files.

Conventions Used

User entries are boldfaced. Italics are used for emphasis and pre-defined vaues.

This procedure applies only to SLRS asingaled under SUnOS 5.x. The utility has been shown
to run equally well under both SPARC and X86 hardware architectures.

This document assumes that the base directory containing these toolsis available. An gppendix
has been included providing ingdlation indructions for those systems that will not have access
to exiding ingdlations (eg., sand-aone).

All scripts MUSE beingtdled and run asr oot .
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Part 1. Pre-Installation Requirements And Consider ations
This section provides pre-ingallation requirements and considerations that must be addressed
prior to ingdlation of SLRS. Sufficient disk space resources must be available before the
rotation process will function correctly.

Table 1 provides the basic hardware and software requirements for SLRS.

Table 1. Minimal Hardware and Software For The Server

Hardware Software
?? Logfile Minimum Disk Space: Fivetimes | ?? Whilethis utility will run under older
the estimated requirement for one days versons of SUnOS, Verson 5.5.1 or later
worth of logs”. is recommended. This utility uses only the
Bourne Shdl.

?? GNU’'sGzip 1.24aor later ishighly
recommended. To obtain gzip, seethe
GNU web dte at: http://mwww.gnu.org.

Hardware.

Since SLRS will be responsible for rotating system log files, sufficient space needsto be
available for the proper management of the rotated files.

Disk Space. Observation has shown that under normal operationd conditions, abusy system
will consume gpproximately 10 MB worth of new disk space for its log files over a 24-hour
period. Following log file rotation, observation has aso shown compression viaGNU’s Gzip
has reduced the space consumed by the rotated logsto around 1 MB. Given thisleve of
compresson, approximately one month’s worth of compressed rotated files could be stored
within a30 MB area

Under the stlandard Solaris configuration, log files are collected inthe/ var  partition. By
default, this same partition is also used by SLRS to house the rotated log files (in
[ var/ adm ol dl ogs). Asaconsequence, / var mus be large enough to hold both the

2 For example, if the system adds around 10 MB worth of messages to the log files within a 24-hour

period, at least 50 MB of disk space needs to be available on the system. Plan on allocating twice the
estimated input to the partitions containing the active log files and at least three times the estimated input to
the partition containing the rotated/compressed log files
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active log files and the retained rotated log files. Should less space than the recommended
levels be available under / var , and no other space be available el sawhere on the system,
retention periods for the rotated log files can be reduced to accommodate what spaceis
avaladle.

By default, SLRSwill ingdl inthe/ opt partition. Asdidributed, itsinddlation szeisless
than 1 MB.

Software.

The SLRS utility iswritten entirely in Bourne shell commands. While the sandard Solaris
operating environment is sufficient to run the SLRS, GNU’ s Gzip utility is highly recommended
for file compresson.

If SLRSfinds/ usr /1 ocal / bi n/ gzi p,itwill ugzi p to perform the compresson. If
it does not, SLRS will use the standard Unix conpr ess command. Observation has shown
compressons rates of 90% when gzi p isused and 75% when conpr ess isused. Asa
conseguence, which compression toal is used must be taken into cons deration when planning
the size of the rotated log file partition and the retention periods.

How SLRS Works.

Entries are created in the SLRS input file for each log file to be monitored. When SLRS
executes, it reads each entry in turn from the input file. If thelog file associated with the entry
has a size that exceeds the specified threshold, arotation is performed. When alogfileis
rotated, it is copied® into the destination directory and renamed in such away asto include the
date (year, month, day and hour) as part of the rotated log fileé sname. Then, thefileis
compressed. Once compression is completed, rotated log files created previoudy are examined
to determine if their age exceeds the specified purge threshold. If the age of the rotated log file
does exceed this threshold, it is deleted.

8 SLRS actually creates ahard link to thelog file, removesthe original log file name, creates a

replacement log file by the original log file name and then notifies the daemon using the log file that a
change has occurred. Following the daemon notification, the old log file is moved to the destination
directory. Inthisway, any logs actively being written at the point of the rotation will be maintained.
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Part 2: Servicelnstallation

This section providesingtructions for ingtaling SLRS. 1t has been converted into a Solaris
package to facilitate ingalation.

The steps required are summarized as follows:

?? Access the package repository
?? Ingdling the utility

?? Veifying theingdlation

?? Dismount repository

See Appendix A for asample from an actud SLRSingdlation. In the example, the default
ingalation directory was chosen.

It should be noted that SLRSpkg is used in the following steps to designate the name of the
SLRS package.

1. Logintothesysemasr oot .

2. Insurethe directory containing the SLRS package is available and mounted. Change the
default directory to the directory containing the SLRS package.

3. Usngthepkgadd command, add the SLRS package.
pronpt ---: pkgadd -d <SLRSpkg. pkg>
where:  <SLRSpkg. pkg> isthe SLRS package file name

4. Thepkgadd utility will display apreamble listing available packages. Only SLRS should
be listed. Enter the word all and press return to continue.

The foll owi ng packages are avail able

1 SLRSpkg System Log Rotation Service
(none) 1.0
Sel ect package(s) you wish to process (or "all' to process

al | packages). (default: all) [?,??,q]: al
Processi ng package instance <SLRSpkg> from <SLRSpkg. pkg>

System Log Rotation Service
(none) 1.0
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5. Thepkgadd utility will display its public license

System Log Rotation Service (SLRS)
Copyright (C) 1998-2002 Janmes A. Finegan and
The M TRE Cor poration

This utility is free software; you can redistribute it and/or

modi fy it under the terns of the GNU Lesser General Public

Li cense as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version

This utility is distributed in the hope that it will be useful

but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the GNU
Lesser General Public License for nore details

You shoul d have received a copy of the GNU Lesser CGeneral Public
License along with this utility; if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA

HHFHBFHFHHFEHEHHFRHHHRR

6. When queried, sdect whether or not to change the default ingtalation directory. While the
default is recommended as the indtalled standard, if an dternate location is desired, it can be
entered. This procedure assumes the default ingtdlation locetion.

By default, this utility will install itself under </opt/SLRSpkg>

Change the base directory (n) [y,n,?,q] n

7. When queried, sdlect whether or not to create links from SLRStothe/ opt / | ocal
directory. Theselinksfacilitate use of the SLRS gpplication. (This dlows the sys-admin to
goecify / opt / | ocal / bi n inther path thereby gaining accessto the SLRS
executables) While the default is recommended as the installed standard, creation of these
links can be bypassed. This procedure assumes the default action is taken.

You are root. Please answer the follow ng | ayout questions

The tree /opt/local can be created to facilitate finding these utilities
(e.g., add /opt/local/bin to your path).

Create /opt/local tree (y) [y,n,?2,d] ¥

8. When queried, sdlect whether or not to change the default rotation directory. (Thisisthe
name of the directory into which log files are rotated.) While the default is recommended as
the ingallation standard, if an aternate location is desired, it can be entered. This procedure
assumes the default ingtallation location
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By default, rotated | ogs are stored under /var/adm ol dl og

Change the destination (n) [y,n,?,gq] n

9. When queried, select whether or not to have the default installation directory created.
Ingalation will aboort if anything but “y” is entered.

The sel ected base directory </opt/SLRSpkg> nust exist before
installation is attenpted.

Do you want this directory created now [y,n,?,q] Yy
Usi ng </ opt/SLRSpkg> as the package base directory.

10. A series of configuration messages will now be displayed. In addition, a message will be
displayed indicating that severd pathnames dready exist. Findly aquery will be displayed
asking whether or not ingtalation should continue.

## Processing package information.
## Processing system information.
6 package pathnanes are already properly installed.
## Verifying disk space requirenents.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid prograns.

Thi s package contains scripts which will be executed with super-user
perm ssion during the process of installing this package.

Do you want to continue with the installation of <SLRSpkg> [y,n,?] vy

11. Theingdlation will now proceed without asking any more questions. When done, a
message indicating successtul ingtdlation will be displayed.
Installing System Log Rotation Service as <SLRSpkg>
A whol e bunch of messages
I nst ;‘il | ati on of <SLRSpkg> was successful.
12. Asacheck, display root’s cron table. Both the Solaris standard | ogchecker and

newsysl og should be commented out. In addition, the last entry within the file should
beforrot ate | ogfil es. Theelinesareshownin itdics.

pronpt ---: crontab -1

#ident " @ #)root 1.19 98/07/06 SM" /* Svr4.0 1.1.3.1 */

#

# The root crontab should be used to perform accounting data collection.
#

# The rtc command is run to adjust the real time clock if and when
# daylight savings tinme changes.

#

#10 3 * * 0,4 /etc/cron.d/logchecker

#10 3 * * O /usr/lib/newsysl og

Page 10 of 20



System Log Rotation Service (SLRS) March 2002
Standard Operating Procedures Under SunOS 5.x

15 3 * * 0 /usr/lib/fs/nfs/nfsfind
12* * * [ -x lusr/sbin/rtc ] && /usr/sbin/rtc -c > /dev/null 2>&1
30 3 * * * [ -x [/usr/lib/gss/gsscred_clean ] && /usr/lib/gss/gs.

#
10 2 * * * [opt/<SLRSpkg>/bin/rotate_logfiles > /tnp/rotate.|log 2>&1
# Executing log rotation script as cron job

13.1f | ogchecker ornewsys| og were non-standard entries within root’s cron table,
they may not have been deectivated. If not, usethe“cr ontrab - e* commandto
disable thesetasks. You can dso usethecr ont ab command to change when thelog
rotation utility is executed.

pronpt ---: crontab -e

14. Return to the root partition and dismount the package repository.

pronpt ---: cd /
pronpt ---: unount /mt

15. Log off the system.
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Part 3: Customizing the List of Monitored Log Files
This section provides ingructions for customizing the list of log files monitored by SLRS.
As before, SLRSpkg is used to designate the name of the SLRS package.
1 Loginasr oot .

2. Using your favorite editor, edit theinput filefor SLRS. By default, thisfileisingdled in
/ opt / <SLRSpkg>/ et c.

pronpt ---: cd /opt/<SLRSpkg>/etc
pronpt ---: vi loglist_Solaris

3. Log off the sysem.

Each log file monitored is given a separate entry.  Each entry uses the following format:

<l 0g>: <si ze>: <excl ude>: <age>: <dest di r>: <prot >: <restart>: <conmp>: <traceback>

The contents of each field above are described in Table 2. The colon (:) is used asthefied
separator. Do not use tabs within this file. Comment lines begin with the pound Sgn. See
Appendix B for asample of thisfile,

Table2. The SLRSInput File

FHedd Definition
log Fully qudified path name of the log file to be monitored.
gze Size, in bytes, a which the specified log isto berotated. If avaue of
zero is entered, the log file will be rotated each time the rotation script
executes.
exclude Systems on which rotation isNOT to be performed separated by

underscore () character, with an underscore character on the last entry
(eg. xx_orxx_yy ) or theword “NONE”. Thisismost ussful when
multiple systems are usng a common log file and only specific systems
are supposed to rotate that log file.

age When the rotated files exceed this age (in days), the file will be purged.

destdir Fully qudified path name of the directory, and thefirgt part of the rotated
log file name, which will be used to hold rotated data. The utility will
automatically add atag field based on the year, month and date.

prot File protections for new log and rotated file. Vaueis specified in
chnod numeric format (e.g., 644 or 600).
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Table2. The SLRS Input File

Fed

Definition

restart

Fully qudified path for any gpplicable restart command/scripts or the
word “NONE”. The restart command/script is executed to notify the
daemon filling the log file that there has been achange. Thisis often
referred to as “tickling” the daemon..

comp

Compressfile after rotate ("true’ or "fase”). If
[usr/ | ocal /bin/gzip exids, it will be used. Otherwise, Unix
standard conpr ess command is used.

traceback

Creete link to active file from rotation directory (“true’ or "fase”). This
link enables an individuad to go to the destination directory and see not
only the rotated compress log files but aso the active log file.
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Appendix A: Sample Installation

This section provides a sample ingdlation of SLRS,

pronpt ---: mount server:/export/packages / mmt
pronpt ---: c¢d /mt
pronpt ---: pkgadd -d GNUsl rs. pkg
The foll ow ng packages are avail abl e
1 GNUslrs System Log Rotation Service
(none) 1.0
Sel ect package(s) you wi sh to process (or 'all' to process

all packages). (default: all) [?,??,q]: al
Processi ng package instance GNUslrs from /mt/GNUslrs. pkg

System Log Rotation Service
(none) 1.0

System Log Rotation Service (SLRS)
Copyright (C) 1998-2002 James A. Finegan and
The M TRE Cor poration

This utility is free software; you can redistribute it and/or

nodi fy it under the terns of the GNU Lesser General Public

Li cense as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version

This utility is distributed in the hope that it will be useful

but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the GNU
Lesser General Public License for nore details

You shoul d have received a copy of the GNU Lesser General Public
License along with this utility; if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA

HHIFHR B HBFHHFHHFEHEHHHHR

By default, this utility will install itself under /opt/GNUslrs
Change the base directory (n) [y,n,?,q] n
You are root. Please answer the follow ng | ayout questions

The tree /opt/local can be created to facilitate finding these
utilities (e.g., add /opt/local/bin to your path)

Create /opt/local tree (y) [y,n,?2,d] ¥y
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By default, rotated | ogs are stored under /var/adm ol dl og
Change the destination (n) [y,n,?,gq] n

The selected base directory /opt/GNUslrs nust exist before
installation is attenpted.

Do you want this directory created now [y,n,?,q] V¥
Using /opt/GNUslrs as the package base directory.
## Processing package information.
## Processing systeminformation.
6 package pathnanes are already properly installed.
## Verifying disk space requirements.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid prograns.

Thi s package contains scripts which will be executed with super-user
perm ssion during the process of installing this package.

Do you want to continue with the installation of GNUslrs [y,n,?] vy
Installing System Log Rotation Service as GNUslrs

## Executing preinstall script.

IR R R R RS S EEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEIE ISR EEREEEEEES

EE IR SR I I R R R I S R R R R R R R I I

* % % * k%
* kK UNI X System Adm nistration Utility Package * kK
* % % * % %

R SR I S R R R I R R R I R R R R I I S

R S S R R S S S R S S S

Utility Nane: /var/sadm pkg/ GNUsl rs/install/preinstall

Utility Description: Pre-Install System Logfile Rotation Service
Utility

Utility Version: 1.0

Utility Rel ease Date: 03 Mar 2002

Task Start Time: Mon Mar 4 12:03:16 EDT 2002

Host System Nane: myhost

Operating system SunCS 5.8

Operating system patch |evel: CGeneric_108528-12

Syst em hardware i npl enentation: SUNW Ul tra-5_10

System host | SA / processor: sparc

Cl eaning up old installations of /opt/GNUslrs...
Pre-install task(s) done...

## Installing part 1 of 1.

/ opt/ GNUsI r s/ COPYI NG

/opt/GNUslrs <inplied directory>

[ opt/ GNUsl rs/ bin/restart_aut omountd
/opt/ GNUsl rs/bin/restart_cron

/opt/ CGNUsl rs/bin/restart_fl og

/opt/ GNUsl rs/bin/restart_httpd

[/ opt/ GNUsl rs/bin/restart_inetd
/opt/ GNUsl rs/ bin/restart_sshd

/opt/ GNUsl rs/bin/restart_sysl og
/opt/ GNUsl rs/bin/restart_va

/opt/ GNUsl rs/bin/restart_vold

/opt/ GNUsl rs/ bin/restart_xntpd
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/opt/ GNUsl rs/bin/rotate_l ogfiles

/opt/ GNUsl rs/ bi n/ set _gl obal s_di st

/ opt/ GNUsl rs/doc/ sl rs_v10. pdf

[/ opt/ GNUsl rs/etc/loglist_Hpux

/opt/ GNUsl rs/etc/loglist_Hpux_dist

/opt/ CGNUslrs/etc/loglist_Solaris

/opt/ GNUsl rs/etc/loglist_Solaris_dist

/opt/slrs <symbolic |ink>

/opt/slrs-1.0 <synbolic |ink>

[ verifying class <base> ]
/opt/local/bin/restart_autonountd <symbolic |ink>
/opt/local/bin/restart_cron <synmbolic |ink>
/opt/local/bin/restart_flog <symbolic |ink>
/opt/local/bin/restart_httpd <symbolic |ink>
/opt/local/bin/restart_inetd <synbolic |ink>
/opt/local/bin/restart_sshd <synmbolic |ink>
/opt/local/bin/restart_syslog <synbolic |ink>
/opt/local/bin/restart_vold <symbolic |ink>
/opt/local/bin/restart_xntpd <synbolic |ink>
/opt/local/bin/rotate_l ogfiles <synbolic Iink>
/opt/local/bin/set_globals <symbolic |ink>
/opt/local /bin/set_globals_dist <symbolic |ink>
/opt/local/etc/loglist_Solaris <synbolic Iink>
lopt/local/etc/loglist_Solaris_dist <synbolic |ink>
[ verifying class <opt> ]

## Executing postinstall script.

EE IR SR I I R R R I S R R R R R R R I I

R Sk S R S I

* k% * * %
*kx UNI X System Adm nistration Utility Package *kx
* % % * % %

R S S R R S S S R S S S

R R Sk R R R O R R R R R S

Utility Nane: /var/sadm pkg/ GNUsl rs/install/postinstall

Utility Description: Post-Install System Logfile Rotation Service
Utility

Utility Version: 1.0

Utility Rel ease Date: 03 Mar 2002

Task Start Time: Mon Mar 4 12:03:22 EDT 2002

Host System Nane: mybox

Operating system SunCS 5.8

Operating system patch |evel: Ceneric_108528-12

System hardware i npl ementati on: SUNW U tra-5_10

System host | SA / processor: sparc

Edi ti ng base and destination directory into config files...
Checking for destination directory....

Destination /var/adm ol dl og already exists as a directory...
Di sabling Solaris standard | og rotation crontab entries...
Setting up to run rotate script fromcron
Tickling cron daenon...
Post-install task(s) done...

Installation of GNUslrs was successful.

pronpt ---: crontab -1
#i dent " @ #)root 1.19 98/07/06 SM" /* Svr4.0 1.1.3.1 */
#

# The root crontab should be used to perform accounting data collection.
#
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# The rtc command is run to adjust the real time clock if and when

# daylight savings tinme changes.

#

#10 3 * * 0,4 /etc/cron.d/logchecker

#10 3 * * 0O /usr/lib/newsysl og

15 3 * * 0 /usr/lib/fs/nfs/nfsfind

12** * [ -x [usr/sbin/rtc ] &% /usr/sbin/rtc -¢c > /dev/null 2>&1

30 3 * * * [ -x [fusr/lib/gss/igsscred_clean ] && /usr/lib/gss/gsscred_clean
#

10 2 * * * Jopt/GNUslrs/bin/rotate_logfiles > /tnp/rotate.log 2>&l1

# Executing log rotation script as cron job
pronpt ---: cd /
pronpt ---: unount /mt
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Appendix B: System Logs Monitored by SLRS

This section provides a copy of the default input file used by SLRS. Thisfile containsthe list of
log files monitored. Wrapping after the first field (the name of the monitored log file) has been

added to improve readability.

#

# Common separated Ceneric Solaris syslog generated log files

/var/adm | og/ mnessages. al ert

/var/adm ol dl og/ nssg_ar: 644:

/var/adm | og/ messages. al |

/var/adm ol dl og/ nssg_al : 644:

/var/adm | og/ messages. aut h

/var/adm ol dl og/ nssg_au: 640:

/var/adm | og/ messages.crit

/var/adm ol dl og/ nssg_cr: 644:

/var/adm | og/ messages. debug

/var/adm ol dl og/ nssg_db: 644:

/var/adm | og/ messages. energ

/var/adm ol dl og/ nssg_em 644:

/var/adm | og/ nessages. err

/var/adm ol dl og/ nssg_er: 644:

/var/adm | og/ messages. i nfo

/var/adm ol dl og/ nssg_i n: 644:

/var/adm | og/ messages. | ocal

/var/adm ol dl og/ nssg_| o: 644:

/var/adm | og/ messages. mai |

/var/adm ol dl og/ nssg_m : 644:

/var/adm | og/ mnessages. noti ce

/var/adm ol dl og/ nesg_no: 644:

/var/adm | og/ messages. war ni ng
/var/adm ol dl og/ nssg_wa: 644
#

# Common separ ated syslog-ng generated log files

/var/adm | og/ messages_aut h. | og

/var/adm ol dl og/ nesg_au: 640: / opt / <SLRSpkg>/ bi n/restart _sysl og:

: 005000: NONE: 90:
/ opt / <SLRSpkg>/ bi
: 005000: NONE: 01:
/ opt / <SLRSpkg>/ bi
: 050000: NONE: 31:
/ opt / <SLRSpkg>/ bi
:010000: NONE: 31:
/ opt / <SLRSpkg>/ bi
: 000001: NONE: 07:
/ opt / <SLRSpkg>/ bi
: 005000: NONE: 90:
/ opt / <SLRSpkg>/ bi
:010000: NONE: 31:
/ opt / <SLRSpkg>/ bi
: 005000: NONE: 01:
/ opt / <SLRSpkg>/ bi
:010000: NONE: 01:
/ opt / <SLRSpkg>/ bi
: 050000: NONE: 01:
/ opt / <SLRSpkg>/ bi
: 001000: NONE: 01:
/ opt / <SLRSpkg>/ bi
: 050000: NONE: 01:
1/ opt/ <SLRSpkg>/ bi

n/restart_sysl og:

n/restart_sysl og:

n/restart_sysl og
n/restart_sysl og
n/restart_sysl og
n/restart_sysl og
n/restart_sysl og
n/restart_sysl og
n/restart_sysl og
n/restart_sysl og

n/restart_sysl og

n/restart_sysl og:

: 005000: NONE: 31:

/var/adm | og/ messages_sysl og. | og : 005000: NONE: 14:

/var/adm ol dl og/ nesg_sl : 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og:

/var/adm | og/ messages_cron. | og

/var/adm | og/ messages_kern. | og
/var/adm | og/ messages_| pr. | og

/var/adm | og/ messages_user
/var/adm ol dl og/ nesg_us
/var/adm | og/ messages_uucp. | og
/var/adm ol dl og/ mesg_uu
/var/adm | og/ messages_mai |l .| og

.1 og

: 005000: NONE: 14:

/var/adm ol dl og/ nesg_cr: 644:/opt/ <SLRSpkg>/ bi n/restart_sysl og
/var/adm | og/ messages_daenon. | og : 005000: NONE: 14:

/var/adm ol dl og/ nesg_dm 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og
: 005000: NONE: 14:
/var/adm ol dl og/ mesg_kr: 644:/opt/ <SLRSpkg>/ bi n/restart_sysl og
: 005000: NONE: 01:
/var/adm ol dl og/ nesg_| p: 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og
: 005000: NONE: 07:

1 644:/ opt/ <SLRSpkg>/bin/restart_sysl og

: 005000: NONE: 01:

: 644:/ opt/ <SLRSpkg>/bin/restart_sysl og

: 005000: NONE: 01:
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true:

rtrue:

true:

rtrue:

true:

rtrue:

true:

rtrue:

true:

rtrue:

true:

rtrue:

true:

rtrue:

true:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:

fal se:
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/var/adm ol dl og/ nesg_ml : 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og: true:fal se:
/var/adm | og/ messages_mail.info :005000: NONE: 01:

/var/adm ol dl og/ nesg_m : 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og:true:fal se:
/var/adm | og/ messages_mmail.warn :005000: NONE: 14:

/var/adm ol dl og/ nesg_mw: 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og: true:fal se:
/var/adm | og/ messages_mmil . err : 005000: NONE: 14:

/var/adm ol dl og/ nesg_me: 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og: true:fal se:
/var/adm | og/ messages_debug.|l og :000001: NONE: 07:

/var/adm ol dl og/ nesg_db: 644:/ opt/ <SLRSpkg>/ bi n/restart_sysl og: true: fal se:
#
# Common Sol aris /var/log log files

/var/log/sudo.log :100000: NONE: 90:

/var/adm ol dl og/ sudo_| og: 600: NONE: t rue: f al se:
/var/log/sysl og : 500000: NONE: 01:

/var/adm ol dl og/ ssl g_| 0og: 666: / opt/ <SLRSpkg>/ bi n/restart_sysl og:true: fal se:
/var/log/authlog :100000: NONE: 90:

/var/adm ol dl og/ aut h_| og: 600: NONE: t rue: f al se:
/var/l og/ messages :100000: NONE: 90:

/var/adm ol dl og/ aut h_| og: 600: NONE: t rue: f al se:
/var/log/xferlog :100000: NONE: 90:

/var/adm ol dl og/ aut h_| og: 600: NONE: t rue: f al se:
#
# Common Sol aris /var/admlog files

/var/adm acul og : 050000: NONE: 14:

/var/adm ol dl og/ acul og: 644: NONE: t rue: f al se:
/var/adm | ogi nl og : 100000: NONE: 90:

/var/adnm ol dl og/ nessages: 644:/opt/ <SLRSpkg>/ bi n/restart_sysl og: true: fal se:
/var/adm nessages :100000: NONE: 01:

/var/adm ol dl og/ nessages: 644:/ opt/ <SLRSpkg>/bi n/restart_sysl og:true: fal se:
/var/adm sul og :100000: NONE: 31:

/var/adnm ol dl og/ sul og: 644:/ opt/ <SLRSpkg>/ bin/restart_sysl og:true: fal se:
/var/adm vol d.l og :100000: NONE: 14:

/var/adm ol dl og/ vol dl og: 666: / opt/ <SLRSpkg>/ bi n/restart_vol d: true: fal se:
#
# Common Sol aris /var/admlog log files

/var/adm | og/ asppp. | og :010000: NONE: 07:
/var/adm ol dl og/ asppp: 666: NONE: t rue: f al se:

#

# Common Solaris /var/lp log files

/var/lp/logs/lpsched :500000: NONE: 07:

/var/adm ol dl og/| psc_| og: 600: NONE: true: f al se:
/var/l p/logs/requests :500000: NONE: 07:

/var/adm ol dl og/ | prg_l og: 600: NONE: t rue: f al se:
#
# Common Solaris Virtual Adrian log files

/var/adm sa/ moni tor.|l og : 500000: NONE: 07:

/var/adm ol dl og/ cronl og: 600: / opt/ <SLRSpkg>/ bin/restart_cron:true:fal se:
#
# Common Solaris /var/cron log files

/var/cron/log :250000: NONE: 07:

/var/adnm ol dl og/ cronl og: 600: / opt/ <SLRSpkg>/ bin/restart_cron:true:fal se:
#
# Common Sol ari s/ Sendmail log files

/etc/mail/sendmail.st :000001: NONE: 07:
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/var/adnm ol dl og/ sendmai | _stat: 640: NONE: true: f al se:
#
# Apache Log Server Logs (Solaris 8)

/var/ apache/ | ogs/ access_| 0g: 065536: NONE: 03:

/var/adm ol dl og/ apache_access: 640:/ opt/ <SLRSpkg>/ bin/restart_httpd: true:fal se:
/var/ apache/ | ogs/ error_I| og: 065536: NONE: 03:

/var/adm ol dl og/ apache_error: 640:/opt/ <SLRSpkg>/bin/restart_httpd:true:fal se:
/var/ apache/ | ogs/ mod_j serv. | og: 065536: NONE: 03:

/var/adm ol dl og/ apache_j serv: 640: / opt/ <SLRSpkg>/ bin/restart_httpd:true:fal se:
/var/ apache/ | ogs/ suexec_| og: 065536: NONE: 03:

/var/adm ol dl og/ apache_exec: 640:/ opt/ <SLRSpkg>/bin/restart_httpd:true:fal se:
#
# Msc Solaris log files

/var/saf/zsnon/1 og: 016000: NONE: 14:

/var/adm ol dl og/ zsnon_| og: 640: NONE: t rue: f al se:
/var/saf/_l og: 016000: NONE: 14:

/var/adm ol dl og/ saf _| og: 640: NONE: t rue: f al se:
/var/ | og/ab2/1 ogs/ access-8888.1 0g: 000500: NONE: 03:

/var/adm ol dl og/ ab_access: 640: NONE: t rue: f al se:
/var/log/ab2/1ogs/errors-8888.10g: 000500: NONE: 03:

/var/adm ol dl og/ ab_errors: 640: NONE: true: f al se:
/var/ |l og/ab2/1 ogs/ mai n-8888.1 0g: 000500: NONE: 03:

/var/adm ol dl og/ ab_mai n: 640: NONE: t rue: f al se:
/var/l og/ab2/1 ogs/ pi d-8888.1 0g: 000500: NONE: 03:

/var/adm ol dl og/ ab_pi d: 640: NONE: t rue: f al se:

Page 20 of 20



